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Project Checklist for ISO 27001 Implementation
	Implementation phases
	Tasks
	Done

	Obtain management support
	Research which benefits of ISO 27001 would be applicable to your company	Comment by Dejan Kosutic: Read this article: Four key benefits of ISO 27001 implementation http://blog.iso27001standard.com/2010/07/21/four-key-benefits-of-iso-27001-implementation/ 
	

	
	Present the benefits to the management and get their commitment 	Comment by Dejan Kosutic: See this webinar: ISO 27001 benefits: How to obtain management support http://www.iso27001standard.com/en/webinars/iso-27001-benefits-how-to-obtain-management-buy-in 
	

	
	Get formal approval for the project
	

	
	
	

	Prepare for your project
	Decide whether you are going to use consultants or you will be using documentation templates	Comment by Dejan Kosutic: Read this article: 5 criteria for choosing an ISO 27001 consultant http://blog.iso27001standard.com/2013/03/25/5-criteria-for-choosing-a-iso-22301-iso-27001-consultant/ 	Comment by Dejan Kosutic: See ISO 27001 Documentation Toolkit: http://www.iso27001standard.com/en/services/iso-27001-documentation-toolkit 
	

	
	Purchase the ISO 27001 standard
	

	
	Educate your project team	Comment by Dejan Kosutic: Read this article: How to learn about ISO 27001 http://blog.iso27001standard.com/2010/11/30/how-to-learn-about-iso-27001-and-bs-25999-2/ 
	

	
	Write the project plan including the definition of project manager, project team, project sponsor, required resources and milestones	Comment by Dejan Kosutic: Read this article: ISO 27001 project – How to make it work http://blog.iso27001standard.com/2013/04/22/iso-27001-project-how-to-make-it-work/ 
	

	
	Define which stakeholders need to be informed about each step in the project
	

	
	Organize kick-off meeting
	

	
	

	

	Identify requirements
	Identify interested parties	Comment by Dejan Kosutic: Read this article: How to identify interested parties according to ISO 27001 and ISO 22301 http://blog.iso27001standard.com/2014/04/07/how-to-identify-interested-parties-according-to-iso-27001-and-iso-22301/ 
	

	
	Identify the requirements of interested parties	Comment by Dejan Kosutic: See this list of laws and regulations: http://wiki.iso27001standard.com/index.php?title=Laws_and_regulations_on_information_security_and_business_continuity 
	

	
	
	

	Define the scope, management intention and responsibilities
	Write the ISMS Scope Document	Comment by Dejan Kosutic: Read this article: Problems with defining the scope in ISO 27001 http://blog.iso27001standard.com/2010/06/29/problems-with-defining-the-scope-in-iso-27001/ 
	

	
	Write the Information Security Policy	Comment by Dejan Kosutic: Read this article: Information security policy – how detailed should it be? http://blog.iso27001standard.com/2010/05/26/information-security-policy-%E2%80%93-how-detailed-should-it-be/ 
	

	
	Decide on the information security objectives	Comment by Dejan Kosutic: Read this article: ISO 27001 control objectives – Why are they important? http://blog.iso27001standard.com/2012/04/10/iso-27001-control-objectives-why-are-they-important/ 
	

	
	

	

	Implement support procedures
	Write procedure for document control	Comment by Dejan Kosutic: See this video tutorial: How to Write ISO 27001/ISO 22301 Document Control Procedure http://www.iso27001standard.com/how-to-write-iso-27001-iso-22301-document-control-procedure 
	

	
	Write procedure for internal audit	Comment by Dejan Kosutic: Read this article: Dilemmas with ISO 27001 internal auditors http://blog.iso27001standard.com/2010/03/22/dilemmas-with-iso-27001-bs-25999-2-internal-auditors/   
	

	
	Write procedure for corrective action	Comment by Dejan Kosutic: Read this article: Practical use of corrective actions for ISO 27001 http://blog.iso27001standard.com/2013/12/09/practical-use-of-corrective-actions-for-iso-27001-and-iso-22301/ 
	

	
	
	

	Perform risk management
	Develop the risk assessment methodology	Comment by Dejan Kosutic: Read this article: ISO 27001 risk assessment & treatment – 6 basic steps http://blog.iso27001standard.com/2011/11/22/iso-27001-risk-assessment-treatment-%E2%80%93-6-basic-steps/ 
	

	
	Perform risk assessment	Comment by Dejan Kosutic: See this webinar: The basics of risk assessment and treatment according to ISO 27001 http://www.iso27001standard.com/en/webinars/iso27001-risk-assessment-and-treatment-the-basics-free-webinar 
	

	
	Perform risk treatment
	

	
	Write the risk assessment & treatment report
	

	
	
	

	Develop security profile of your company and action plan on how to achieve it
	Develop the Statement of Applicability	Comment by Dejan Kosutic: Read this article: The importance of Statement of Applicability for ISO 27001 http://blog.iso27001standard.com/2011/04/18/the-importance-of-statement-of-applicability-for-iso-27001/ 
	

	
	Develop the Risk Treatment Plan	Comment by Dejan Kosutic: Read this article: Risk Treatment Plan and risk treatment process – What’s the difference? http://blog.iso27001standard.com/2012/10/09/risk-treatment-plan-and-risk-treatment-process-whats-the-difference/ 
	

	
	Accept the residual risks	Comment by Dejan Kosutic: Read this article: Why is residual risk so important? http://blog.iso27001standard.com/2012/02/13/why-is-residual-risk-so-important/ 
	

	
	
	

	Implement the controls
	Implement all the controls defined in Risk Treatment Plan	Comment by Dejan Kosutic: Read this article: Seven steps for implementing policies and procedures http://blog.iso27001standard.com/2011/03/07/seven-steps-for-implementing-policies-and-procedures/ 
	

	
	Maintain records of implementation
	

	
	
	

	Perform training and awareness programs
	Perform training for all employees who lack required skills
	

	
	Perform awareness programs for all employees and third parties that have a role in your ISMS
	

	
	
	

	Operate the ISMS
	Maintain all the records required by your own policies and procedures
	

	
	Perform corrective actions as needed
	

	
	
	

	Monitor & measure the ISMS
	Make sure you monitor all your systems
	

	
	Measure if you have achieved the objectives set for your ISMS and for your controls
	

	
	
	

	Perform internal audit
	Develop the audit program
	

	
	Perform internal audit(s)	Comment by Dejan Kosutic: Read this article: How to make an Internal Audit checklist for ISO 27001 http://blog.iso27001standard.com/2013/11/25/how-to-make-an-internal-audit-checklist-for-iso-27001-iso-22301/ 
	

	
	Write an internal audit report
	

	
	Perform corrective actions
	

	
	
	

	Perform management review
	Perform management review	Comment by Dejan Kosutic: Read this article: Why is management review important for ISO 27001? http://blog.iso27001standard.com/2014/03/03/why-is-management-review-important-for-iso-27001-and-iso-22301/ 
	

	
	Maintain records from management review
	

	
	Perform corrective actions
	

	
	
	

	Certification audit
	Obtain proposals from several certification bodies	Comment by Dejan Kosutic: See this webinar: ISO 27001/ISO 22301: The certification process http://www.iso27001standard.com/en/webinars/iso-27001-bs-25999-2-the-certification-process 
	

	
	Select the certification body	Comment by Dejan Kosutic: Read this article: How to choose a certification body http://blog.iso27001standard.com/2013/09/16/how-to-choose-a-certification-body/ 
	

	
	Stage 1 certification audit
	

	
	Stage 2 certification audit	Comment by Dejan Kosutic: Read this article: How to approach an auditor in a certification audit http://blog.iso27001standard.com/2013/11/18/how-to-approach-an-auditor-in-a-certification-audit/ 
	

	
	Surveillance visits 	Comment by Dejan Kosutic: Read this article: Surveillance visits vs. certification audits http://blog.iso27001standard.com/2012/11/05/surveillance-visits-vs-certification-audits/ 
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