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1. Purpose, scope and users

The purpose of this document is to ensure that backup copies are created at defined intervals and
regularly tested.

This document is applied to the entire Information Security Management System (ISMS) scope, i.e. to
all the information and communication technology within the scope.

Users of this document are employees of [organizational units for information and communication
technology].

2. Reference documents

e ISO/IEC 27001 standard, clause A.8.13
e Information Security Policy
e [Business Continuity Strategy]

3. Backup

3.1. Backup procedure

Backup copies must be created for all systems identified in the \[Business Continuity Strategy] and

for storing backup copies, physical protection for backup copies, encryption, passwords, etc.]

3.2. Testing backup copies

Backup copies and the process of their restoration must be tested at least [once every three months]

4. Managing records kept on the basis of this document

Record name Storage location Person Controls for record Retention
responsible for protection time
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storage
[Backup process System [job title] Logs are read-only; they Logs are
logs] — electronic executing the cannot be deleted or stored for a
form backup edited period of 1
procedure year
[Records of backup | [name of filing [job title] The cabinet is locked; the | Records are

testing] — paper
form

folder/cabinet]

keys are kept by [job
functions]

stored for a
period of 1
year

5. Validity and document management

This document is valid as of [date].

The owner of this document is [job title], who must check and, if necessary, update the document at

least jonce a year,

When evaluating the effectiveness and adequacy of this document, the following criteria need to be

considered:

[job title]
[name]

[signature]
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