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1. Purpose, scope and users

The purpose of this document is to define the methodology and process for assessing the impacts of
disrupting [organization's name] activities, and for determining continuity and recovery priorities,
objectives and targets.

Business impact analysis is applied to the entire scope of the Information Security Management
System (ISMS), i.e., to all activities that support [organization's name] products and services.

Users of this document are all employees of [organization name] who take part in establishing and
implementing the ISMS.

2. Reference documents

e |SO 22301 standard, clauses 8.2.1 and 8.2.2

e |SO 27001 standard, clause A.5.29

e Business Continuity Policy

e Business Continuity Strategy

e List of Legal, Regulatory, Contractual and Other Requirements

3. Business impact analysis methodology
3.1. Organization

Business impact analysis is implemented through Business Impact Analysis Questionnaires. The

about required resources can be gathered during risk assessment.

services, and for defining the responsible person for each activity.
3.3. Impacts of disruptive incident

The impacts of a disruptive incident on an activity are assessed through (1) general impacts

e 2hours
L ]
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(Commented [270018]: Insert the name of your company.

(ccommented [270019]: or 'Bcwms'.
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Commented [2700110]: You can find a template for this
document in the ISO 27001 & ISO 22301 Premium Documentation
Toolkit folder “03_Identifictation_of_Requirements”.

Commented [2700111]:

Commented [2700112]: To learn more about this topic, read
this article:

Five Tips for Successful Business Impact Analysis

successful-business-impact-analysis/

https://advisera.com/27001academy/blog/2010/06/10/five-tips-for-

Commented [2700113]: E.g., Business Continuity Manager,
Security Manager, Information Security Manager, etc.

Commented [2700114]: E.g. Policy for Handling Classified
Information.

Commented [2700115]: E.g., Business Continuity Manager,
Security Manager, Information Security Manager, etc.
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e 48 hours

For general assessment (1), the impacts are classified as follows:

Marginal
impact

Catastrophic
impact

For financial assessment (2), the impact needs to be stated in local currency.

equity/profit/budget/revenues.

3.5. Amount of work

e Data stored on paper media
e |T and communications equipment
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e Communication channels

External services
For each resource the following needs to be determined:

e Time after which the resource is required (time after the resumption of the activity)

For each outsourcing partner and supplier, the following needs to be analyzed:

.
e The existing level of business continuity capability

3.8. Maximum data loss

created in the last:
e 1hour
L]
L]
L]
e 1week

If needed, the scales in particular activities can be shortened/lengthened in order to fit the type of
data in that activity.

The impact of loss of data is classified as follows:
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3.9. Reporting the results

[Commented [2700116]: E.g., Business Continuity Manager, J

whose responsibility is to aggregate and document the data through Business Continuity Strategy. Sectfity; ManagerInformation secufityiManager, et

3.10. Regular review of business impact analysis

Commented [2700117]: E.g., Business Continuity Manager,
Security Manager, Information Security Manager, etc.

case of significant organizational changes, significant change in technology, change of business
objectives, changes in the business environment, etc.

4. Managing records kept on the basis of this document

Record name Storage Person Control for record Retention

location responsible for | protection time [Commented [2700118]: Adapt the period in this column to ]

storage your specific needs.

Business Impact [job title]'s [job title] Questionnaires need to Data is stored [Commenhed [2700119]: E.g., Business Continuity Manager, ]
Analysis computer be saved in read-only for a period of SecuatyManager, Information Security Mansger, etc
Questionnaires format. 5 years.
(electronic form -
Excel document)

Only [job title] can grant other employees access to any of the above-mentioned documents.

5. Validity and document management

This document is valid as of [date].

The owner of this document is [job title], who must check and, if necessary, update the document at Commented [2700120]: E.g., Business Continuity Manager,
Security Manager, Information Security Manager, etc.

Commented [2700121]: This is only a recommendation; adjust
frequency as appropriate.

least once a year, before the regular review of Business Impact Analysis Questionnaires.

When evaluating the effectiveness and adequacy of this document, the following criteria need to be
considered:

e the number of resources not included in Business Impact Analysis Questionnaires
L]
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6. Appendices

.

[job title]

[name]

[signature] Commented [2700122]: Only necessary if the Procedure for
Document and Record Control prescribes that paper documents
must be signed.
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