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PREFACE 

 

I see thousands of visitors daily reading my articles in ISO 27001 Blog, 
and although many people are thanking me for them, some of them 
are complaining a little bit – they say, “Yes, your articles are useful, 
but there are so many of them, I simply don’t know where to start 
and where to end.” And, indeed – at the time of writing this book, 
there were almost 200 articles published on 27001Academy, so they 
are right – it is hard to use all that knowledge in a systematic way.  

This is why I decided to write this book – I wanted to provide a 
comprehensive, step-by-step guide for ISO 27001, written in a simple 
language that can be understood by beginners with no prior 
knowledge of this standard, written in a structured way so that you 
know where to begin and how to end your ISO 27001 
implementation in a successful way.  

And, yes, I admit – lots of content in this book is taken from the most 
popular articles on the website, from my book Becoming Resilient, 
from our online courses, and other materials, because I thought a 
book that would present all those materials in such a structured way 
would provide a good value.  

But, what I think you’ll like the most about this book is that I give 
practical answers to real-life situations when implementing ISO 
27001. These bits of advice came primarily from my interaction with 
many people who are asking me questions on a daily basis – I was 
lucky enough to be in a position to deliver many in-person courses 
and online webinars, answer thousands of questions through forums, 
deliver many consulting jobs, and speak at a number of conferences. 
On all of these occasions, I was forced to think through many issues 
surrounding ISO 27001, and to provide the best practice on how to 
handle them.  

http://advisera.com/27001academy/blog/?utm_source=secure-and-simple-book-pdf&utm_medium=downloaded-content&utm_content=lang-en&utm_campaign=free-blog-27001
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Therefore, after reading this book, you’ll be able to implement the 
standard yourself, since it will provide you with enough knowledge 
and tips to implement the standard in a small or mid-sized company.  

Hope I succeeded in this. Enjoy your book! 
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1  
INTRODUCTION 

 

Why would your company need to keep its information safe? How 
can ISO 27001 help you achieve information security? And, is this 
book the right choice for you? 

 

1.1 Why information security? Why ISO 27001? 

Information security, cybersecurity, or data protection are not the 
things that are reserved any more for IT geeks only – this is something 
that concerns virtually any person on this planet, as well as any 
company.  

If you were an executive in an organization 10 years ago, you 
probably would not be so concerned with any of these things. Today, 
you are in the second decade of the third millennium and you cannot 
ignore threats to your data anymore. What's more, in the future you 
will need even more protection. Why? Because the majority of 
organizations are now in the business of processing information.  

Most of us imagine that a bank handles large amounts of cash every 
day. While the banks still conduct many cash transactions, the fact is 
electronic money transactions far outweigh cash transactions – in 
some cases by more than a million to one. So, this means that a 
typical bank is in the business of processing information – it is one 
large factory of information. And, guess what: For some time now, 
robbing a bank by hacking is far more profitable than walking in with 
a mask over your face and robbing the tellers. And, hacking is far less 
risky, too. 
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Think about your business; are you an information factory, too?  
Chances are, your business is, if not completely, then in most part 
about processing information. This means your business is more 
vulnerable. Your information, your knowledge, your know-how, and 
your intellectual property are all at risk. And now the one-million-
dollar question, or if you are in a larger business this might be a one-
billion-dollar question: What do you need to do to protect the 
information in your company, and where do you start?  

The problem nowadays is there is an abundance of information about 
information security; you are probably bombarded with information 
about new firewalls, anti-virus software, frameworks, methodologies, 
legislation, and so on. Many companies offer services claimed to be 
the solution to all of your security problems. Yet, these individual 
solutions aren't going to protect you completely. For instance, you 
cannot solve the problem of a disgruntled employee with a firewall, 
the same way you cannot solve the problem of a hacker just by 
complying with a law.  

So, it's obvious you need something more, something comprehensive. 
But, the challenge is where to even begin, what steps to take that will 
best protect your business.  

This is where ISO 27001 comes in – as explained throughout this 
book, it provides a comprehensive framework that will help you with 
this crucial process. It gives you the necessary guidance and building 
blocks for protecting your company. ISO 27001 tells you where to 
start from, how to run your project, how to adapt the security to the 
specifics of your company, how to control what the IT and security 
experts are doing, and much more.  

So, the point is – ISO 27001 doesn’t have to be just another 
bureaucratic compliance job – if implemented properly, it can be a 
very efficient tool not only to protect your company, but also to 
achieve some business benefits.   
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1.2 Basic information security principles  

First, let us define what information is. Information is an asset of the 
organization, which has value to the organization and needs to be 
protected appropriately. Information can have various forms and can 
be stored on different media. 

On the other hand, information security can be defined as protecting 
the confidentiality, integrity, and availability of information in various 
forms, such as written, spoken, printed, electronic, and so on. 

Let’s see the official definitions of these terms from ISO 27000: 
confidentiality is “property that information is not made available or 
disclosed to unauthorized individuals, entities, or processes,” integrity 
is “property of accuracy and completeness,” and availability is 
“property of being accessible and usable upon demand by an 
authorized entity.” 

Yes, sometimes it is difficult to understand this ISO terminology, so 
here is an easy explanation of these basic concepts: if I come to a 
bank and deposit $10,000, first of all I do not want anyone else to 
know about this money except for the bank and myself. (This is 
confidentiality.)  

In a few months’ time when I come to withdraw my deposit, I want 
the amount to be $10,000 plus any interest; I do not want the 
amount to be $1000 because someone has played around with my 
account. (This is integrity.)  

Lastly, when I want to withdraw my money I do not want the bank 
clerk to tell me that the bank’s systems are down and that I have to 
come back tomorrow. (This is availability.) 

ISO 27001 has exactly the same focus – protection of confidentiality, 
integrity, and availability (also known as the C-I-A triad); but, it also 
goes a step further – it explains how to do it systematically in a 
company of any type.   
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1.3 ISO 27001 puts it all together 

What I like about ISO 27001 is that it has this comprehensive, and at 
the same time, balanced approach to building up an information 
security management system (ISMS) – it not only gives a perfect 
balance between the IT and business sides of the organization, it also 
requires the direct involvement of top management in the 
information security implementation, ensuring that such project not 
only has all the required resources, but that it also supports the 
strategic objectives of the company. 

ISO 27001 explains how to structure the information security 
documentation, but also how to apply only those security controls 
(safeguards) that are really necessary for the company. It gives you the 
tools to permanently review the whole system and improve it 
whenever it is possible; it provides you with a system on how to train 
your employees and make them aware of the importance of 
information security; it includes the requirements on how to plan the 
resources, including financial resources. 

As I will explain later on in greater detail, it gives a perfect 
implementation path – it is written in such a sequential way that you 
just have to follow the structure of the standard to implement your 
ISMS in the most logical way.  

Finally, it provides a management framework on how to evaluate 
whether information security has achieved some business value – by 
setting objectives and measuring whether these objectives are 
fulfilled. You may be surprised, but I like this part very much – this is 
because if the management sees concrete benefits from their 
information security investment, it is the best way to ensure the long 
and successful life of the ISMS in your company. 

  



 Introduction 
 

23 

 

1.4 Who should read this book?  

This book is written primarily for beginners in this field and for people 
with moderate knowledge about ISO 27001 – I structured this book 
in such a way that someone with no prior experience or knowledge 
about information security can quickly understand what it is all about, 
and how to implement the whole project; however, if you do have 
experience with the standard, but feel that you still have gaps in your 
knowledge, you’ll also find this book very helpful.  

This book provides examples of implementing the standard in smaller 
and medium-sized organizations (i.e., companies with up to 500 
employees). All the principles described here are also applicable to 
larger organizations, so if you work for a larger company you might 
find this book useful; however, please be aware that in some cases 
the solutions will have to be more complex than the ones described in 
this book – for example, you might want to use a more complex risk 
assessment methodology than the one that is suggested in Chapter 7 
Risk management.  

So, if you are an IT administrator, information security professional, 
head of an IT department, or a project manager tasked with 
implementing ISO 27001 in a small or mid-sized company, this book 
is perfect for you. 

I think this book will be quite useful for consultants, also – being a 
consultant myself I made an effort to present in this book the most 
logical way to implement an Information Security Management 
System (ISMS), so by carefully reading this book you will gain the 
know-how for your future consulting engagements. 

This book is not written as a guide for performing the audits, but it 
might be useful for internal auditors, or even certification auditors, 
because it will help them understand all the requirements of the 
standard, and it will also present the best practice for the 
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implementation – this will be useful when the auditor needs to 
provide some recommendations in his or her audit report.  

Finally, I think this book can be a kind of checklist for experienced 
information security practitioners – I'm saying this because I've had 
many such experienced professionals in my ISO 27001 courses, and 
although they didn't learn anything especially new, they were 
thankful for getting a comprehensive and structured view of how 
information security should be implemented.  

And, this is exactly how this book is written – it gives a systematic 
picture of what ISO 27001 is all about, and how to make sure you 
didn’t forget something. It doesn’t really matter whether your 
company will go for the certification or not – this book will explain 
how to use ISO 27001 as a framework, and to become fully 
compliant with this standard.  

 
1.5 How to read this book  

This book is written as a step-by-step implementation guide, and the 
way is to read Chapters 3 to 11 in the exact order as they are written, 
because this sequence represents the most optimal way of 
implementing the standard.  

Here are also some other features of this book that will make it easier 
for you to read it and use it in practice:  

• When certain sections of this book are related to a particular 
clause in the standard, then the standard clause is written in 
the title of that section. 
 

• Since Chapters 5 to 8 and 10 describe the implementation of 
particular clauses of the standard, each section has these 
elements: 
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o Purpose – describes briefly why such a clause exists and 
how it can be used for your ISMS 
 

o Inputs – which inputs you need to have in order to 
implement the requirement 
 

o Options – which options you should consider when 
implementing the requirement 
 

o Decisions – which decisions you need to make to move 
forward 
 

o Documentation – describes how to document the 
requirements of ISO 27001 
 

o Documentation tip – briefly summarizes the 
documents you need for each requirement 
 

• Some sections contain tips for free tools, which will enable you 
to implement the standard in an easier way – for example, in 
section 3.3 that speaks about convincing your top 
management, you’ll find a link to a Return on Security 
Investment Calculator.  
 

• At the end of most important chapters you’ll see a section 
called “Success factors,” which will emphasize what you need 
to focus on. 
 

• At the end of the book, in chapter 14 you’ll see a couple of 
shorter case studies which explain how particular elements of 
ISO 27001 are implemented in real situations.  
 

• You’ll find lots of useful information in the appendices – 
glossary, implementation diagram, checklist of mandatory 
documentation, comparison matrices, templates for project 
planning, etc.   
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1.6 What this book is not  

This book is focused on managing security, project management, 
documentation, how to get the support for your project, etc., but it is 
not focused on technology. This book won't explain which kind of 
backup systems you need to purchase, which communication 
technology you should use, or which kind of firewall you should 
install. However, this book will give you a methodology on how to get 
all the inputs so that you can make relevant technology decisions – 
how to determine which sensitive data you have together with your 
colleagues from the business side and how to make sure it is backed 
up regularly, what information you need to communicate and to 
whom, what are the threats to your systems that your firewall should 
protect you against, etc. 

This book won't give you finished templates for all your policies, 
procedures, and plans; however, this book will explain to you how to 
structure every document required by ISO 27001, which options you 
have for writing such documents, who should be involved in writing 
and decision making related to each document, where to find the 
inputs, etc.  

This book is not a copy of the ISO 27001 standard – you cannot 
replace reading the standard by reading this book. This book is 
intended to explain how to interpret the standard (since the standard 
is written in a rather unfriendly way), and how to implement every 
element of the standard using best practices based on experience; 
however, this book is not a replacement for ISO 27001 itself.  

So, please don't make the mistake of starting an implementation of a 
standard without actually reading it – I think you'll find the ISO 27001 
standard and this book to be the perfect combination for your future 
work. You can purchase the standard at the ISO official website; 
there is also a cheaper alternative at the ANSI website.   

 

http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=54534
http://webstore.ansi.org/RecordDetail.aspx?sku=INCITS%2fISO%2fIEC+27001%3a2013+%5b2014%5d
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1.7 Additional resources 

Here are some resources that will help you, together with this book, 
to learn about ISO 27001 and how to implement it: 

1) ISO 27001 online courses – free online courses that will teach 
you the basics of ISO 27001, how to implement the standard, 
how to perform an audit, etc.  
 

2) ISO 27001 free downloads – collection of white papers, 
checklists, diagrams, templates, etc.  
 

3) ISO 27001 tools – couple of free tools like Return on Security 
Investment Calculator, Implementation Duration Calculator, 
and Gap Analysis Tool.  
 

4) Conformio – cloud-based document management system 
(DMS) and project management tool focused on ISO 
standards.  
 

5) ISO 27001 Documentation Toolkit – set of all the 
documentation templates that are required by ISO 27001, with 
included expert support for the implementation.  
 

6) Official ISO webpage about ISO 27001 – here you can 
purchase an official version of the ISO 27001 standard.  

 

Got you interested? Fine, let’s see more closely what ISO 27001 is all 
about.   

http://training.advisera.com/?utm_source=secure-and-simple-book-pdf&utm_medium=downloaded-content&utm_content=lang-en&utm_campaign=online-training-27001
http://advisera.com/27001academy/free-downloads/?utm_source=secure-and-simple-book-pdf&utm_medium=downloaded-content&utm_content=lang-en&utm_campaign=free-resources-27001
http://advisera.com/27001academy/free-tools/?utm_source=secure-and-simple-book-pdf&utm_medium=downloaded-content&utm_content=lang-en&utm_campaign=free-tools-27001
http://advisera.com/conformio/?utm_source=secure-and-simple-book-pdf&utm_medium=downloaded-content&utm_content=lang-en&utm_campaign=brand-conformio
http://advisera.com/27001academy/iso-27001-documentation-toolkit/?utm_source=secure-and-simple-book-pdf&utm_medium=downloaded-content&utm_content=lang-en&utm_campaign=paid-toolkit-27001
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=54534
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7  
RISK MANAGEMENT 

 

Risk assessment and treatment are certainly the most complex parts 
of ISO 27001 implementation, but you cannot afford to avoid them – 
without these steps you wouldn’t know where to focus your 
information security efforts, which means you would miss something 
important.  

Luckily, this process can be quite streamlined – if you don’t 
complicate it with unnecessary elements, it can be finished in a pretty 
acceptable time and with reasonable effort. What’s more, you’ll be 
quite surprised at what you learned about your company in this 
process.  

 

7.1 Addressing risks and opportunities (clause 6.1.1) 

In addition to the previously mentioned analysis of context of the 
organization and the interested parties, in the process of planning the 
ISMS companies should identify the risks and opportunities that need 
to be addressed. This is the only way to prevent incidents from 
happening, while at the same time achieving other objectives of the 
ISMS. By the way, addressing risks and opportunities has taken over 
the role of preventive actions that existed in the old 2005 revision of 
ISO 27001.  

Risks refer to unwanted events that can have negative impact on the 
information security, and hence, to the company, such as a flood that 
might destroy paper-based information. Opportunities refer to the 
actions that the company could undertake in order to improve the 
information security, such as hiring a trained information security 
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expert, like a CISO, who would do a better job than someone who 
has no skills; opportunities might also mean increasing the risks if this 
makes business sense – for example, a decade ago most of the banks 
introduced Internet banking, although that meant increasing the 
security risks. 

I’ll explain how to address risks in the following sections; on the other 
hand, addressing opportunities can be integrated into the continual 
improvement process, which means opportunities can be 
documented and evaluated as the initiatives for continual 
improvement of the ISMS, as I’ll describe in section 10.6; addressing 
opportunities can also be part of setting the security objectives and 
measuring their fulfillment.  

For example, if the company decides to choose one of its employees 
to be the CISO, there would be opportunities for this person to 
enhance his/her information security knowledge. For that purpose, 
the company can initiate action for improvement of this person’s 
knowledge and can set an objective for the CISO to obtain 
appropriate security certificates. 

 

7.2 Five steps in the risk management process (clause 6.1) 

Risk assessment and treatment (together they are called risk 
management) are the most important steps at the beginning of your 
information security project – they set the foundation for information 
security in your company. 

The question is – why are they so important? The answer is quite 
simple, although not understood by many people: the main 
philosophy of ISO 27001 is to find out which incidents could occur 
(i.e., assess the risks) and then find the most appropriate ways to 
avoid such incidents (i.e., treat the risks). Not only this, you also have 
to assess the importance of each risk so that you can focus on the 
most important ones. 
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Although risk management is a complex job, it is very often 
unnecessarily mystified. These five basic steps will shed light on what 
you have to do: 

 

Figure 5: Five steps in the risk management process 

1) Risk assessment methodology. This is the first step on your 
voyage through risk management. You need to define rules on how 
you are going to perform the risk assessment and treatment, because 
you want your whole organization to do them the same way – the 
biggest problem with risk management happens if different parts of 
the organization perform it in a different way. Therefore, you need to 
define which scales you will use for qualitative assessment, what will 
be the acceptable level of risk, etc. 

2) Risk assessment implementation. Once you know the rules, you 
can start finding out which potential problems could happen to you – 
usually you will list all your assets, then threats and vulnerabilities 
related to those assets, assess the impact and likelihood for each 
combination of assets/threats/vulnerabilities, and finally, calculate the 
level of risk. 

3) Risk treatment implementation. Of course, not all risks are 
created equal – you have to focus on the most important ones, so-
called “unacceptable risks.” There are four options you can choose 
from to mitigate each unacceptable risk: apply security controls, 
transfer the risk, avoid the risk, and accept the risk.  

4) Statement of Applicability. This document actually shows the 
security profile of your company – based on the results of the risk 
treatment you need to list all the controls you have implemented, why 
you have implemented them, and how. This document is also very 
important because the certification auditor will use it as the main 
guideline for the audit. 
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5) Risk Treatment Plan. The purpose of this document is to define 
exactly who is going to implement each control, in which timeframe, 
with which budget, etc. I would prefer to call this document 
“Implementation Plan” or “Action Plan,” but let’s stick to the 
terminology used in ISO 27001. 

As you’ll see in further sections, this process is quite straightforward, 
and actually not as difficult as it might have seemed at the beginning. 
The good thing is – ISO 27001 forces you to perform this whole risk 
management in a systematic way.  

It is very important to understand that these five steps need to be 
performed sequentially – you cannot implement the 
safeguards/controls unless you know which of them are the most 
appropriate; you cannot know which safeguards are appropriate 
before you find out where the potential problems are; if you don't 
define the rules for the whole process first, it will simply fall apart.  

In the next sections, I’ll explain each of these steps, using also the 
guidelines from ISO 27005.  

 

7.3 Writing the risk assessment methodology (clause 6.1.2) 

Purpose. As the old saying goes, if you don’t know where you’re 
going, you’ll probably end up somewhere you didn’t hope to arrive. 
Therefore, you shouldn’t start assessing the risks with no 
methodology in mind, or using some sheet you downloaded 
somewhere from the Internet (this sheet might be using a 
methodology that is completely inappropriate for your company); 
similarly, you shouldn’t start using the methodology prescribed by the 
risk assessment tool you purchased (instead, you should choose the 
risk assessment tool that fits your methodology, or you may decide 
you don’t need a tool at all, and that you can do it using simple Excel 
sheets). 
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What you should do is – you should develop or adapt the 
methodology to your specific circumstances and to your needs. 

Inputs. There are many myths regarding what the risk assessment 
should look like, but in reality ISO 27001:2013 requirements are not 
very difficult – here is what clause 6.1.2 requires: 

1) Define how to identify the risks that could cause the loss of 
confidentiality, integrity, and/or availability of your information. 

2) Define how to identify the risk owners. 

3) Define criteria for assessing consequences and assessing the 
likelihood of the risk. 

4) Define how the risk will be calculated. 

5) Define criteria for accepting risks. 

So, essentially, you need to define these five elements in your 
methodology – anything less won’t be enough, but more importantly 
– anything more is not needed, which means: don’t complicate things 
too much. 

Also, you need to ensure that the risk assessment results are 
consistent – that is, you have to define such methodology that will 
produce comparable results in all the departments of your company. 

Options. Of course, there are many options available for the above 
five elements – here is what you can choose from: 

• Risk identification. In the 2005 revision of ISO 27001 the 
methodology for identification was prescribed: you needed to 
identify assets, threats, and vulnerabilities. The current 2013 
revision of ISO 27001 does not require such identification, 
which means you can identify risks based on your processes, 
based on your departments, using only threats and not 
vulnerabilities, or any other methodology you like; however, 
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my personal preference is still the good old assets-threats-
vulnerabilities method – for instance, this method will allow 
you to identify, e.g., all the people who create high risks in 
your company, and people are very often the weakest link in 
security.  

• Risk owners. Basically, you should choose a person who is 
both interested in resolving a risk, and positioned highly 
enough in the organization to do something about it.  

• Assessing consequences and likelihood. You should assess 
separately the consequences and likelihood for each of your 
risks; you are completely free to use whichever scales you like – 
e.g., Low-Medium-High, or 1 to 5, or 1 to 10 – whatever suits 
you best. Of course, if you want to make it simple, go for Low-
Medium-High. 

• Method of risk calculation. This is usually done through 
addition of consequences and likelihood (e.g., 2 + 5 = 7) or 
through multiplication (e.g., 2 x 5 = 10). If you use scales Low-
Medium-High, then this is the same as using scale 1-2-3, so 
you have numbers again for calculation. 

• Criteria for accepting risks. If your method of risk calculation 
produces values from 1 to 10, then you can decide that an 
acceptable level of risk is, e.g., 7 – this would mean that only 
the risks valued at 8, 9, and 10 need treatment. Alternatively, 
you can examine each individual risk and decide which should 
be treated or not based on your insight and experience, using 
no pre-defined values. In any case, the level of acceptable risk 
will have to be in line with your business strategy – if you are, 
e.g., a conservative organization like a bank, then your 
acceptable level of risk will be lower.  
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The decision of choosing between these options will depend on the 
following: 

• Size and complexity of your company – the smaller and less 
complex your organization is, the simpler methodology you 
should go for.  

• Legislation, contractual obligations – if laws and regulations 
(but also contracts with your clients) require you to use a 
certain methodology, then you have nothing to think about.  

• Existing rules for risk management – if you are a larger 
corporation or a bank, it is likely you already have some 
policies for enterprise risk management – your information 
security risk management must be compliant with them. 

Decisions. Since this kind of methodology will have consequences on 
the number of employees required to perform it, as well as on the 
precision of the results, it is highly recommended that the final 
approval of this document is done by top management. Of course, 
before sending it for approval, you should send it for review to a 
couple of heads of departments and your project team members.  

Documentation. Your methodology document needs to describe the 
following: 

• The risk assessment process, including method of risk 
identification, how the level of risk is determined, assessment 
scales, method of risk calculation, how to determine the risk 
owner, the acceptable level of risk, how the decision on risk 
treatment is made, which tools to use, etc. 

• The risk treatment process, including responsibilities and 
documentation. 

• Laws and regulations, contractual requirements related to your 
risk management. 
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• The review period – normally once a year, or more often in the 
case of some bigger changes. See also section Regular review 
of the risk assessment and treatment (clause 8.2) 8.9 for 
details.  

• Roles in the whole process – please see sections about 
performing risk assessment and risk treatment. 

• Which documents need to be produced – please see sections 
about performing risk assessment and risk treatment.  

• Who needs to communicate which information to whom, and 
which reports are needed.  

• How to protect the confidentiality of the information produced 
during the assessment.  

 

Documentation tip: (mandatory) A document called Risk 
assessment methodology or Risk management methodology. 

 

 

7.4 Risk assessment part I: Identifying the risks (clauses 
6.1.2 and 8.2)  

Purpose. In my experience, the employees (and the organization as a 
whole) are usually aware of only 25 to 40% of risks – therefore, a 
thorough and systematic process needs to be carried out to find out 
everything that could endanger the confidentiality, integrity, and 
availability of their information.  

Options. Since this step in the project could be quite time-consuming 
and complex, you should decide whether it will be coordinated by the 
CISO, or by some hired expert (e.g., a consultant) – for the sake of 
simplicity, I will mention only the CISO in the remainder of this 
section. In any case, this person has to develop the sheets for 



 

348 

BIBLIOGRAPHY 

 

ISO 9001:2015, Quality management systems – Requirements 

ISO 14001:2015, Environmental management systems – 
Requirements with guidance for use 

ISO/IEC 20000-1:2011, Information technology – Service 
management – Part 1: Service management system requirements 

ISO 22301: 2012, Societal security – Business continuity management 
systems – Requirements 

ISO/IEC 27000:2016, Information technology – Security techniques – 
Information security management systems – Overview and vocabulary 

ISO/IEC 27001:2005, Information technology – Security techniques – 
Information security management systems – Requirements 

ISO/IEC 27001:2013, Information technology – Security techniques – 
Information security management systems – Requirements 

ISO/IEC 27002:2013, Information technology – Security techniques – 
Code of practice for information security controls 

ISO/IEC 27004:2009, Information technology – Security techniques – 
Information security management – Measurement 

ISO/IEC 27005:2011, Information technology – Security techniques – 
Information security risk management 

ISO/IEC 27011:2008, Information technology – Security techniques – 
Information security management guidelines for telecommunications 
organizations based on ISO/IEC 27002 

ISO/IEC TR 27015:2012, Information technology – Security techniques 
– Information security management guidelines for financial services 

ISO/IEC 27017:2015, Information technology – Security techniques – 



 Bibliography 
 

349 

Code of practice for information security controls based on ISO/IEC 
27002 for cloud services 

ISO/IEC 27018:2014, Information technology – Security techniques – 
Code of practice for protection of personally identifiable information 
(PII) in public clouds acting as PII processors 

ISO/IEC TR 27019:2013, Information technology – Security techniques 
– Information security management guidelines based on ISO/IEC 
27002 for process control systems specific to the energy utility 
industry 

ISO/IEC 27032:2012, Information technology – Security techniques – 
Guidelines for cybersecurity 

ISO 27799:2008, Health informatics – Information security 
management in health using ISO/IEC 27002 

ISO 31000:2009, Risk management – Principles and guidelines 

ISO/DIS 45001, Occupational health and safety management systems 
– Requirements with guidance for use 

COBIT 5, ISACA, 2012 

ITIL 2011, Axelos, 2011 

PCI DSS version 3.2, Payment Card Industry Security Standards 
Council, 2016 

SP800 series, NIST 

Kosutic, Dejan, 9 Steps to Cybersecurity, Zagreb: EPPS Services Ltd, 
2012 

Kosutic, Dejan, Becoming Resilient, Zagreb: EPPS Services Ltd, 2013 

http://advisera.com/27001academy/blog/ ISO 27001 & ISO 22301 
Blog, Advisera.com 

http://training.advisera.com/course/iso-27001-foundations-course/ ISO 
27001 Foundations Course, Advisera.com 

http://advisera.com/27001academy/blog/?utm_source=secure-and-simple-book-pdf&utm_medium=downloaded-content&utm_content=lang-en&utm_campaign=free-blog-27001
http://training.advisera.com/course/iso-27001-foundations-course/?utm_source=secure-and-simple-book-pdf&utm_medium=downloaded-content&utm_content=lang-en&utm_campaign=online-training-27001-foundations


 

350 

INDEX 
  

2005 Revision, 108, 112, 127, 
239 

2013 Revision, 40, 112, 127, 239, 
282, 295 

Acceptable Use Policy, 88 
Acceptable Use Policy 

Acceptable Use Policy, 137, 156 
Access Control Policy, 73, 88, 

106, 154, 165, 219, 282, 286, 
336 

Access Control Policy 
Access Control Policy, 156 

Accreditation, 208, 209, 210, 
211, 329 

Activities, 57, 85, 88, 116, 117, 
191, 194, 195, 202, 213, 346, 
347 

Alarm System, 70 
Alternative Data Center, 123 
Alternative Location, 202, 346 
ANAB, 214 
Annex A, 30, 40, 42, 43, 62, 123, 

126, 138, 148, 151, 152, 153, 
154, 155, 156, 157, 158, 159, 
166, 173, 181, 187, 238, 245, 
248, 250, 251, 252, 283, 285, 
312, 320 

Annex SL, 41, 248 
Annualized Lost Expectancy ALE), 

51 
Annualized Rate Of Occurrence 

(ARO), 51 
Assets, 116, 117, 120, 347 

Awareness, 33, 42, 53, 71, 99, 
102, 103, 104, 143, 161, 162, 
205, 219, 259, 264, 265, 303, 
315, 337, 343 

Backup, 26, 70, 118, 123, 222, 
346 

Backup Policy, 88, 172, 196, 222, 
284 

Balanced Scorecard, 91, 191 
Bank, 214 
Banks, 60, 193, 207 
Benefits, 22, 47, 48, 49, 50, 52, 

92, 104 
British Standards Institution, 28 
BS 25999-2, 28 
BS 7799, 28, 39, 40, 237 
BSI, 28, 39, 210 
Budget, 69, 70, 71, 83, 123, 199 
Bureau Veritas, 210 
Business Benefits, 20, 55 
Business Continuity, 348 
Business Continuity Coordinator, 

64, 81, 83, 98, 115, 116, 191, 
200 

Business Continuity Management 
System (BCMS), 22, 23, 25, 88, 
91, 102, 104, 199, 202 

Business Continuity Management 
System (BCMS), 96 

Business Continuity Manager, 64 
Business Continuity Plans, 37, 43, 

46 
Business Continuity Plans, 346, 

356 



 Index 
 

351 

Business Continuity Policy, 85, 88, 
90, 91, 93, 137, 146, 192 

Business Continuity Project, 37 
Business Continuity Strategy, 70 
Business Continuity Tools, 61, 71 
Business Impact Analysis, 88, 356 
Business Risks, 47 
Business Strategy, 47 
Catalogues, 117 
CEO, 30, 49, 79, 90, 92, 105, 

260, 261, 262, 266, 267, 269, 
270, 271 

Certificate, 47, 60, 83, 92, 191, 
207, 208, 214, 216, 217, 226 

Certification Audit, 208, 216, 
217, 223, 229 

Certification Auditor, 203, 207, 
208, 213, 216, 217, 221, 222, 
223, 229 

Certification Body, 29, 71, 208, 
209, 210, 214, 215, 217, 223, 
226, 227, 229, 231, 232, 257, 
267, 293, 316, 329, 330, 331 

Chief Compliance Officer, 81 
Chief Compliance Officer, 50 
Chief Financial Officer, 49, 70 
China, 38 
Classification Policy, 88, 157, 336 
Client Satisfaction, 47 
Clients, 47, 60, 61, 74, 80, 81, 

114, 208 
Cloud, 27, 35, 38, 48, 74, 82, 85, 

150, 179, 199, 237, 241, 242, 
243, 245, 246, 255, 256, 273, 
274, 293, 349 

COBIT, 73, 252, 349 
Commitment, 52, 89 

Communication, 26, 42, 61, 65, 
89, 103, 105, 106, 130, 166, 
174, 178, 237, 301, 302, 338, 
339, 341, 346 

Company Strategy, 48 
Competences, 42, 92, 101, 102, 

106 
Compliance, 20, 29, 35, 38, 39, 

47, 62, 74, 81, 185, 186, 187, 
208, 220, 252, 254, 268, 309 

Confidentiality, 115 
Consequences, 63, 114, 116, 

120, 124, 125 
Consultant, 23, 49, 60, 61, 70, 

71, 115, 193, 213, 356 
Consulting, 16, 60, 61, 221 
Continual Improvement, 42, 99, 

109, 189, 201, 205, 206, 301, 
306 

Contractual Requirements, 79, 80, 
114, 126, 186, 254, 282, 287 

Controls, 37 
Corrective Action Procedure, 202, 

203, 204, 206 
Corrective Actions, 42, 189, 195, 

197, 200, 201, 202, 203, 204, 
206, 212, 217, 224, 226, 227, 
283, 288, 305, 306, 315, 316, 
337, 338 

Cost, 50 
Cost Cutting, 47 
Costs, 69, 70, 71, 124 
Courses 

Course, 8, 16, 24, 27, 60, 66, 
70, 101, 102, 211, 229, 230, 
231, 235, 258 

Customers, 29, 60, 92, 191 



SECURE & SIMPLE  
 

352 

Cybersecurity Framework, 252, 
253 

Department Head, 70, 124 
Department Heads, 81, 200 
Disaster Recovery Location, 123 
Disaster Recovery Plan (DRP), 346 
Disaster Recovery Site, 26, 46, 

346 
DNV, 210 
Document Control Procedure, 99 
Document Management System, 

27, 97, 98 
Documentation Review, 216 
Documentation Templates, 8, 71 
Documented Information, 96 
Elevator Speech, 49 
Enterprise Risk Management, 240 
Enterprise Risk Management 

Policy, 89 
Excel, 118, 125 
Executives, 71, 83, 88, 199, 201 
Exercising And Testing, 89, 101 
External Documents, 97 
Financial Institutions, 8, 47, 207 
Financial Resources, 22 
Financial Risk, 50, 122 
Fire-Suppression System, 70 
Fire-Suppression Systems, 50, 51, 

122 
Foundation Course, 230 
Gantt Chart, 65 
Government Agencies, 8, 80, 81, 

98 
Heads Of Departments, 81 
Human Resources Department, 

101, 102 
Impact And Likelihood, 110 
Implementation, 22 

Improvement, 22 
India, 38 
Information Security, 348 
Information Security Management 

System, 23, 43, 45, 91, 196, 
209, 312, 317, 319, 320 

Information Security Management 
System (ISMS), 96 

Information Security Objectives, 
42, 78, 79, 87, 93, 95, 99, 137, 
160, 200, 314, 337 

Information Security Policy, 35, 
41, 86, 88, 89, 95, 105, 157, 
158, 178, 219, 264, 266, 282, 
284, 301, 302, 306, 336, 356 

Information Security Professional, 
23 

Integrated Audit, 215 
Integrated Internal Audit, 194 
Integrated Management System, 

250 
Intellectual Property Rights, 186 
Interested Parties, 32, 40, 41, 44, 

78, 79, 80, 81, 89, 95, 105, 
108, 136, 198, 201, 262, 263, 
300, 303, 314, 336, 337 

Internal And External Issues, 41, 
78, 83, 95 

Internal Audit, 42, 71, 89, 189, 
192, 193, 194, 195, 196, 197, 
198, 199, 202, 203, 204, 206, 
212, 213, 224, 227, 249, 250, 
283, 288, 289, 306, 315, 316, 
344 

Internal Audit Program, 195 
Internal Audit Report, 195 
Internal Auditor, 193, 194, 195, 

213, 229 



 Index 
 

353 

Internal Auditor Course, 229 
Internal Documents, 97 
International Organization For 

Standardization, 41, 209 
International Standardization 

Organization (ISO), 26 
Interviews, 101, 116 
Investment, 50 
IRCA, 211 
ISMS, 22, 23, 35, 41, 43, 45, 57, 

75, 77, 78, 80, 82, 83, 84, 85, 
86, 87, 88, 89, 90, 92, 93, 94, 
95, 96, 98, 99, 100, 101, 102, 
103, 106, 108, 109, 126, 134, 
135, 137, 138, 139, 143, 144, 
159, 161, 172, 182, 186, 187, 
189, 191, 196, 197, 198, 199, 
201, 202, 204, 205, 206, 216, 
219, 232, 237, 247, 249, 255, 
256, 257, 264, 266, 270, 282, 
284, 285, 300, 301, 302, 303, 
306, 312, 313, 314, 315, 316, 
319, 320, 321, 330, 331 

ISMS Scope, 35, 41, 82, 83, 84, 
85, 95, 219, 255, 256 

ISO, 348, 349 
ISO 17011, 210 
ISO 17021, 210 
ISO 17024, 211 
ISO 20000, 44, 248, 253, 299, 

300, 301, 302, 303, 304, 305, 
306, 325 

ISO 22301, 4, 8, 40, 41, 96, 183, 
187, 209, 248, 250, 251, 252, 
287, 288, 309, 311, 319, 348, 
349 

ISO 27000, 21, 41, 299 
ISO 27001, 8, 194, 199, 207, 215 

ISO 27002, 152, 153, 187, 237, 
238, 239, 241, 242, 243, 244 

ISO 27004, 78 
ISO 27005, 111, 236, 237, 239, 

240, 247 
ISO 27006, 231, 232 
ISO 27017, 237, 241, 242, 243 
ISO 27018, 242, 243, 244, 245, 

246 
ISO 31000, 78, 239, 240, 349 
ISO 45001, 248 
ISO 9001, 29, 40, 41, 43, 44, 84, 

96, 126, 193, 194, 199, 203, 
209, 215, 248, 249, 250, 264, 
272, 279, 288, 325, 330, 348 

ISO27k Series, 236, 237 
IT Administrator, 23, 57, 98 
IT Company, 37, 60, 88 
IT Department, 33, 34, 53, 54, 

55, 65, 66, 73, 83, 260 
IT Infrastructure, 122 
ITIL, 182, 252, 253, 349 
Large Company, 193 
Larger Organizations 

Large Organizations, 23, 193 
Laws And Regulations, 47, 81, 

114, 347 
Lead Auditor, 60, 211, 229, 230, 

231, 232, 233, 326 
Lead Auditor Course, 60, 229 
Lead Implementer Course, 60, 

229 
Legal And Regulatory 

Requirements, 80, 90 
Legal Department, 124 
Legislation, 20, 38, 47, 126, 141, 

185, 186, 194, 219, 243, 292, 
340 



SECURE & SIMPLE  
 

354 

Likelihood, 116, 120, 122, 125 
Line Managers, 52, 56 
Loss/Downtime, 50 
Main Audit, 216 
Major Nonconformity, 226 
Management Framework, 22 
Management Responsibilities, 41 
Management Review, 42, 87, 

131, 149, 189, 200, 206, 225, 
227, 249, 266, 283, 288, 306, 
316 

Management Review, 191, 199, 
201, 212 

Manufacturing, 83, 88, 214 
Market Share, 47 
Measurement, 40, 42, 62, 72, 73, 

91, 92, 93, 150, 189, 190, 191, 
192, 200, 212, 217, 237, 269, 
270, 271, 283, 287, 305 

Measuring, 22 
Media, 80, 81 
Meeting Minutes, 96, 200 
Monitoring, 40, 42, 93, 154, 171, 

172, 173, 179, 189, 190, 192, 
200, 286, 305 

Myths, 103 
NIST SP800, 252, 253 
Nonconformities, 42, 192, 195, 

196, 197, 201, 202, 203, 216, 
221, 223, 224, 225, 266, 267, 
338 

Nonconformity, 220, 221, 222, 
223, 347 

North America, 38 
Objectives, 22, 63, 77, 88, 89, 90, 

91, 92, 93, 136, 137, 146, 190, 
191, 201, 202 

Operational Risk, 37 

PAS 99, 250 
PCI DSS, 252, 253, 272, 349 
PDCA Cycle, 41, 42, 63, 64, 68, 

189, 239 
PECB, 211 
Personal Data Protection, 47, 155, 

160, 186, 243, 336 
Peter Drucker, 90 
Plan-Do-Check-Act (PDCA) Cycle, 

63 
Prevention, 50 
Primary Location, 346 
Procedure For Document And 

Record Control, 99 
Procedure For Identification Of 

Requirements, 81 
Procedure For Internal Audit, 195 
Profit, 47, 51 
Project Management, 26, 64, 65, 

97 
Project Manager, 23, 54, 57, 60, 

64, 66, 67, 70, 76, 257, 264, 
266, 314, 322, 323, 324 

Project Plan, 63, 64 
Project Team, 64, 65, 83, 92, 97, 

102, 104, 114, 124 
QMS, 264 
Quality Management System 

(QMS), 96 
Quality Manager, 23 
RABQSA, 211 
Recertification Audit, 217 
Records, 96, 97, 99, 101, 102, 

202, 204, 213, 216, 217 
Recovery Plans, 74, 98, 346 
Recovery Time Objective (RTO), 

346 
Registrar, 209 



 Index 
 

355 

Residual Risk, 124 
Resources, 22, 57, 81, 101, 102, 

118, 124, 201 
Return On Security Investment, 

25, 27, 51, 52 
Return On Security Investment 

(ROI), 52 
Risk Assessment, 23, 30, 32, 34, 

35, 40, 42, 44, 54, 62, 68, 72, 
75, 78, 79, 80, 88, 89, 111, 
112, 114, 115, 116, 117, 118, 
119, 120, 121, 122, 123, 124, 
125, 126, 128, 129, 131, 132, 
137, 141, 149, 150, 151, 156, 
160, 163, 166, 201, 236, 237, 
238, 240, 251, 266, 267, 268, 
269, 275, 278, 284, 285, 286, 
302, 304, 310, 312, 315, 320, 
323, 327, 337, 338, 340, 347, 
356 

Risk Assessment Methodology, 
23, 111, 132, 315 

Risk Assessment Methodology, 
115 

Risk Assessment Report, 118, 121 
Risk Assessment Tool, 118, 119, 

121 
Risk Calculation, 114, 121 
Risk Identification, 114, 116 
Risk Management, 37, 89, 114, 

349 
Risk Management Methodology, 

123 
Risk Treatment, 32, 34, 42, 70, 

110, 122, 125, 126, 130, 131, 
132, 156, 201, 236, 237, 240, 
282, 284, 285, 286, 302, 304, 
310, 312, 315, 320, 336 

Risk Treatment (Mitigation), 114, 
115, 121, 122, 123, 124, 125, 
132, 347 

Risk Treatment Plan, 42, 130, 
132, 201 

ROI, 51, 52, 56 
Roles And Responsibilities, 41, 48, 

55, 78, 93, 94, 159, 238, 242, 
282, 285, 293, 301, 319 

S.M.A.R.T. Concept, 91 
Safeguard, 346 
Safeguards, 37, 50, 111, 122, 

124, 125, 207 
Sales Department, 52, 53 
Satellite Phone, 70 
Scale, 114, 124 
Scope, 60, 82, 83, 85, 89, 195, 

201 
Security Baseline, 156 
SGS, 210 
Shareholders, 80, 81 
Sponsor, 64, 70, 83, 92, 124 
Stage 1 Audit, 216 
Stage 2 Audit, 216 
Stakeholders, 29, 82 
Statement Of Applicability, 41, 

42, 62, 110, 126, 128, 129, 
130, 133, 136, 137, 157, 218, 
282, 285, 312, 315, 320, 336 

Strategic Objectives, 22 
Strategy, 48, 57, 74, 78, 79, 92, 

113, 122, 251, 261, 284 
Suppliers And Partners, 47, 81, 

202, 213 
Surveillance Visits, 71, 216, 217, 

226 
System Administrators 

System Administrator, 54, 171 



SECURE & SIMPLE  
 

356 

Technical Controls, 45, 70, 130, 
134, 143, 169, 189 

Threat, 51, 117, 119, 347 
Threats And Vulnerabilities, 110, 

112, 117, 118, 150, 240, 247, 
312, 320, 340 

Top Management, 22, 46, 48, 49, 
50, 52, 64, 65, 83, 88, 89, 90, 
92, 102, 114, 191, 194, 199, 
200, 202, 217 

Track Changes, 97 

Training, 70, 71, 96, 101, 102, 
103, 118, 124, 229, 230 

Training & Awareness, 22 
Training And Awareness Plan, 102 
U.S. Government, 253 
UKAS, 210, 329 
Unacceptable Risks, 122, 123 
United Kingdom, 38, 210 
Vulnerability, 117, 119, 347 
Western Europe, 38 
Workshops, 116, 120 

  



 

357 

Secure & Simple: A Small-Business Guide to 
Implementing ISO 27001 On Your Own 

The plain English, step-by-step handbook for information security 
practitioners 

Think and act like a consultant with this comprehensive, practical, and 
step-by-step guide to ISO 27001 implementation.  

Author and experienced information security consultant Dejan Kosutic 
shares all his knowledge and practical wisdom with you in one 
invaluable book.  

 Get a simple explanation of the ISO 27001 standard. 

 Learn how to start an implementation project. 

 Learn how to write the Information Security Policy and other 
policies and procedures. 

 Conduct risk assessment and risk treatment. 

 Learn how to structure the required documentation. 

 Learn the certification process and the criteria of certification 
bodies. 

 All this, and much more…  

Written in plain English and leaving the technical jargon to the geeks, 
Secure & Simple is written for normal people in plain, simple 
language. Whether you’re an information security practitioner or new 
to the field, it’s the only book you’ll ever need on the subject.  

 


