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Commented [270011]: All fields in this document marked by
square brackets [ ] must be filled in.

Commented [270012]: There is no need to write a separate
document for the Change Management Policy if the same rules are
prescribed by the Security Procedures for IT Department.

Commented [270013]: To learn more about this topic, read
this article:

How to manage changes in an ISMS according to I1SO 27001 A.12.1.2
https://advisera.com/27001: y/blog/2015/09/14/how:-
ge-changes-i i ding-to-iso-27001-a-12-1-2/
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be in line with the organization's existing system for document
coding; in case such a system is not in place, this line may be
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1. Purpose, scope and users

The purpose of this document is to define how changes to information systems are controlled.

This document is applied to the entire Information Security Management System (ISMS) scope, i.e. to
all the information and communication technology within the scope.

Users of this document are employees of [organizational units for information and communication
technology].

2. Reference documents

e ISO/IEC 27001 standard, clause A.8.32
e Information Security Policy

3. Change management
Each change to operational or production systems must be made in the following way:

1. change may be proposed by [specify job functions]
2

be put into production before thorough testing has been conducted

have been affected by the change

4. Managing records kept on the basis of this document

Record name Storage location | Person Controls for record Retention
responsible for | protection time
storage
[Name of change [intranet folder | [job title] Once created, the record | 3 years
record] —in cannot subsequently be
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in the ISO 27001 Documentation Toolkit folder

Commented [27A5]: You can find a template for this document
“05_General_Policies”.

)

‘/Oommented [270016]:

Commented [270017]:
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electronic form\ name] changed Commented [270018]: Alter this record to match what you
already have in your company. If you do not have a similar record,

you can create a new one in the format that suits you best.

5. Validity and document management

This document is valid as of [date].

The owner of this document is [job title], who must check and, if necessary, update the document at

least bnce ayear. Commented [270019]: This is only a recommendation; adjust
frequency as appropriate.

When evaluating the effectiveness and adequacy of this document, the following criteria need to be

considered:
.
)

[iob title]

[name]

[signatu re] Commented [2700110]: Only necessary if the Procedure for
Document and Record Control prescribes that paper documents
must be signed.
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