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1. Purpose, scope and users

The purpose of this document is to prescribe rules to ensure secure password management and
secure use of passwords.

This document is applied to the entire Information Security Management System (ISMS) scope, i.e. to
all workplaces and systems located within the ISMS scope.

Users of this document are all employees of [organization name]L

2. Reference documents

e ISO/IEC 27001 standard, clauses A.5.16, A.5.17, and A.5.18
e Information Security Policy
e Statement of Acceptance of ISMS documents

3. User obligations

Users must apply the following good security practices when selecting and using passwords:

e strong passwords must be selected, in the following way:

e passwords used for private purposes must not be used for business purposes
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strongest practices available must be used.

4. User password management

Mhen allocating and using user passwords, the following rules must be followed:

e the temporary password used for first system log-on must be unique and strong, as
prescribed above

e the password management system must require the users to change their passwords every
three months

e files containing passwords must be stored separately from the application's system data

5. Validity and document management
This document is valid as of [date].

The owner of this document is [job title], who must check and, if necessary, update the document at
least bnce ayear.

When evaluating the effectiveness and adequacy of this document, the following criteria must be
considered:
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