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1. Purpose, scope and users

The purpose of this policy is to ensure that risks and opportunities of [organization name] are

managed through an established process.

This document is applied to all activities, processes, and documents included in the SMS.

Users of this document are all employees of [organization name], as well as all relevant external

parties who have a role in the SMS.

2. Reference documents

e ISO/IEC 20000-1:2018, clauses 8.5.1

e SMSPlan

e [T Service Continuity Management Process
e Availability Management Process

e Information Security Management Process
e Supplier Management Process

e Change Management Process

3. Policy

3.1. Scope and goals of risk management

[Organizations name]’s risk management

The goals of risk management are to:
L]
L]
L]

3.2.  Process guidelines

The detailed description of the process is documented below:

3.2.1. Identification & Recording
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in the 1SO 20000 Toolkit folder ISO 20000 Toolkit folder
“11_Service_Assurance_Processes/
11.3_Information_Security_Management”.

Commented [20A8]: You can find a template for this document
in the 1SO 20000 Toolkit folder ISO 20000 Toolkit folder
“07_Relationship_Agreement_Processes/07.3_Supplier_Manageme
nt”.

Commented [20A9]: You can find a template for this document
in the 1SO 20000 Toolkit folder ISO 20000 Toolkit folder
“09_Service_Design_Build_Transition_Processes/09.1_Change_Ma
nagement”.

Commented [20A10]: These are just best practice examples.
You can delete some or include additional goals according to your
company practices.
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Whenever a new risk is identified

Whenever a new opportunity is identified

3.2.2. Assessment

Once the risks have been identified,

Impact Assessment:

Low impact 0
Moderate 1
impact

High impact

Probability Assessment:

Low probability 0

Moderate probability 1

| N |

High probability
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The assigned Risk owner will prepare an estimation of the actual costs for any identified

3.2.3. Evaluation

the risk response measure and a detailed explanation of the measure. Risk response measures may
include:

If the risk response involves the implementation of a control

The assigned opportunity owner will evaluate any identified opportunities based on the estimated

3.2.5. Monitoring

The risk/opportunity owners are responsible

4. Validity and document management
This document is valid as of [date].

The owner of this document is [job title], who must check and, if necessary, update the document at
least once a year.

Risk Management Policy ver [version] from [date] Page 5 of 6

©2020 This template may be used by clients of Advisera Expert Solutions Ltd. www.advisera.com in accordance with the License
Agreement.

Commented [20A15]: Please insert the appropriate job title
according to your organization practices, e.g.: IT Manager, Service
Manager, Risk Manager, etc.
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Manager, Risk Manager, etc.
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5. Managing records kept on the basis of this document

Record name Storage Person responsible | Controls for record Retention
location for storage protection time
Risks and [tool name] [job title] [job title] [i.]] Commented [20A24]: Please insert the appropriate job title
iy according to your organization practices, e.g.: IT Manager, Service
Opportumtles Manager, Risk Manager etc.
Register

Commented [20A25]: Please insert the appropriate job title
according to your organization practices, e.g.: IT Manager, Service
Manager, Risk Manager etc.

Commented [20A26]: Example: for current year (YTD) — in
[tool name], otherwise archived in [tool name or place of archive].

6. Appendices

e Appendix 1 —Risks and Opportunities Register

[Job title]

[Name]

[Signature] Commented [20A27]: Only necessary if the Procedure for
Document and Record Control prescribes that paper documents
must be signed.
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